Case 1: Integrating NIS2 Compliance into OT/IT Platform for a leading Energy firm

Background

Governance

Created a GRC model across the three lines of defenses considering the organization chart and charters

Compliance Activities

Made the firm resilient to
cyber-attacks by developing
an Information Security
Management System and
documented a best practice
handbook based on
international standards

.

Risk Management

Developed an Agile Risk
Management Framework for
Risk Identification, mitigation and
issue tracking to comply with
policies and non-functional
requirements
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Security Activities

Performed evaluation and
assessment of security
activities and designed the
architecture of the control
center (SOC) to ensure the
latest security standards
were followed

\.

People and Support

Trained the technical staff to develop products based on compliance by design supported by a tool to
ensure traceability from legislation to source code and generate compliance reports

Legal Foundation

Completed mapping and cross reference of the Danish legislation and frameworks for OT in Energy sector

Business Impact:
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Lowered the overall

One of the largest energy companies in Denmark was facing increased cyber-attack threats due to geopolitical changes, while also aiming to
transition to green energy in response to changing energy supply needs and dealing with the complexity of the legal requirements. They
wanted to map and track down the compliance decisions made and design an implementation plan for the final platform.

What we did?
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